
 

 
 

 

 

 

 
 

 

 

 
 

  
   

 

GENERAL REQUIREMENTS 
We would be remiss if we did not thoroughly address and acknowledge past growth issues, 
the reasons those issues occurred, and what we have done to rectify them. 

We began partnering with WA DOC in March of 2010 and have had a mutually respectful 
relationship, while at the same time continuing to innovate.  Our JPay solutions, from 
money transfer to our media products (music, email, games, video visitation, video grams, 
education) were the first of their kind to enter the US prison marketplace.  You led the 
industry as an early adopter of these services for the benefit of your incarcerants.  
Together we worked through product and service processes, addressed security items, and 
most importantly, worked as partners for a common goal.  In essence, WA DOC was our 
“sandbox, and has enabled us to deliver the mature media solutions that are industry 
leading, and the results and popularity of our products speak for themselves.  Given how 
hard we’ve worked, it’s no wonder how others in the industry are trying to mimic these 
results but can’t. 

As you know, JPay was acquired by Securus Technologies, as a result, we have begun 
investing more capital to expand our systems, scalability and support structures to 
continue being the industry leader for the next 10 years.  The result of this union is our 
new JP6 Tablet, with expanded support and the infrastructure designed to help it 
prosper. Given the massive support by Securus, we are now in a position build upon what 
has already been the most successful tablet program, while solving the gaps that we 
mutually recognized. 

We are so proud to say the partnership between JPay and WA DOC, working together to 
expand capabilities and services, was worth it.  We want WA DOC, your incarcerated 
persons and their family to benefit from going through this process with us.  We feel 
confident saying that you and your constituents have helped us to create a world-class 
product that will survive the rigors of a prison environment.  

Our hope is that WA DOC will view our past performance favorably and understand that 
innovation is a process, a partnership.  Again, we are thankful for the partnership we have 
had with your agency since 2010 and hope to earn your trust for many years to come. 

Respond to each item below. 
1) The implementation of the IITS must be performed in a manner that minimizes 

disruption to incarcerants and their friends and family. Describe how you will 
  meet this requirement. 
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

JPay has already installed and recently upgraded their extensive infrastructure throughout 
the State, providing a foundation for the installation of the NextGen SCP (Secure 
Communications Platform) system and update to current services.  This will benefit WA 
DOC as it will substantially minimize the disruption to daily facility activities and the 
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disruption to family and friends trying to communicate, either over the phone via secure 
messaging (email), with their incarcerated loved ones that can occur when having to install 
everything from scratch. 

Securus’ extensive experience installing and maintaining 
incarcerant communication systems has helped us develop 
installation and cut-over procedures that will minimize 
disruptions to incarcerants and their friends and family.  Our 
procedures minimize errors and allow your new system to come 
online with little or no staff involvement. Our employees are 
trained to observe the rules of the facility while working quickly 
and effectively on the required tasks. Securus developed an 
implementation plan that includes all of the required components 
from your request for proposal (RFP), and allows time to adapt 
and overcome challenges that may occur. Our installation team 
has worked on new facilities as well as facilities constructed prior 
to development of incarcerant communications technology, and 
we have left all of them having exceeded our customer’s 
expectations and look forward to doing the same for WA DOC. 

The following pages detail Securus’ implementation approach, and cover the following 
topics: 

 Sample project plan overview 

 Communications plan 

 Sample implementation plan and transition overview 

o Scheduled communications 

o Follow-up meetings with WA DOC 

o Project reports 

o Project controls and quality checks 

o Transition period 

o Integration process 

o Testing 

o Service coordination 

o Training 

o WA DOC responsibilities during transition and implementation 

o Implementation procedures 

o Quality management plan 

o Quarterly performance reviews 

o Transition impact to WA DOC incarcerants, staff, and friends and families 
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Communication Plan for Installation of the IITS for WA DOC 

The sample project plan in Exhibit A identifies specific technologies Securus will implement 
under a phased-in deployment schedule. Using a phased-in approach delivers efficiencies 
where the State needs efficiencies first. This includes the complete turn-key installation of 
all hardware, software, integrations, and configurations for the incarcerated individual 
technology services (IITS). 

The success of any major undertaking must include a clear and comprehensive 
communication plan. The experience of installing more than 2,800 customers with our 
incarcerant communication systems has educated us that each customer has special needs 
and priorities, and each facility has its own special intricacies. We will work closely with WA 
DOC throughout the project. 

The Securus Teams will be comprised of Securus associates that specialize in their team’s 
objectives and, in many cases, will work simultaneously to achieve coordinated effort.  

Our Implementation Plan includes organizational meetings and tasks associated with the 
conversion from the current State’s IITS to Securus’ proposed system. During the 
implementation, Securus will work closely with the State to ensure the installation 
schedules are closely monitored as each site is cut over and the installation procedures are 
complete. Weekly coordination meetings prior to cutover will be proposed to review action 
items and activities during installation phases.  

The Implementation Plan for the communication system will be updated throughout the 
process to ensure that the WA DOC is getting the most accurate, up to date information. 
We will survey each site and order network lines as quickly as possible. All equipment 
identified from the site survey will be ordered to coincide with the implementation plan 
timeline. The system equipment will be assembled, and then forwarded to a staging and 
testing area prior to shipment.  

The project and implementation plans for the communication system describe the work 
necessary to meet the expectations established by WA DOC. The plan outlines the Securus 
Team’s responsibilities of: 

 Establishing hardware and software requirements 

 Planning the transition 

 Installing the system 

 Completing test and acceptance procedures 

 Providing training 

 Providing inter-departmental support 

Our communication plan for the implementation of WA DOC’s IITS includes a Project 
Initiation Meeting to formalize: 
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 Plan objectives and Time Tables 

 Weekly Communication Schedule 

 Project Benchmarks for Completion 

 Project Status Report System 

 Weekly Installation Updates 

 Post-implementation Communications 

 Quarterly Performance Reviews 

One of the most important meetings after contract award is the initial project meeting 
between WA DOC and Securus. The Securus’ Account and Project Management teams will 
attend this meeting with the respective counterparts from WA DOC. During the initial 
project meeting, we will have an opportunity to understand WA DOC’s priorities, policies, 
and expectations resulting from the RFP. Prior to the meeting, we will circulate an agenda 
to the participants to give everyone an opportunity to comment and prepare for the 
meeting. We will also document the meeting minutes and the action items to ensure that 
key items are assigned to the proper individuals for subsequent meetings. 

Securus will present proposed plans for implementation and discuss the proposed 
timelines for the installation. The initial project meeting will provide a venue to discuss the 
needs WA DOC as well as a forum for tailoring the implementation plan, taking into 
consideration the following points: 

 WA DOC and Securus staff introductions with contact information, roles and 
responsibilities Securus’ Project Management Plan 

 Escalation information 

 Project Manager contact information 

 Unique elements of each facility 

 Reporting requirements and distribution methods 

 Phone and wiring condition 

 Security clearances including passwords for WA DOC staff 

 Site survey schedules 

 Incarcerant database information including PIN, allowed list, archived CDRs and 
recorded conversations 

 Review install schedule for value-add services selected by WA DOC 

 Review WA DOC policies and regulations 

 Review training modules for staff, incarcerants and friends and family members 

Scheduled Communications 

In addition to periodic meetings and reports, Securus recommends weekly status calls 
during the implementation phase to review installation progress and to discuss possible 
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opportunities for improvement. Upon successful installation and cut over to Securus’ 
system at each facility, WA DOC will be provided with a set of installation reports that 
document all installed equipment and system configurations. 

Follow Up Meetings 

At the Initial project meeting, Securus and WA DOC representatives will decide on an 
appropriate set of meetings to ensure on-going communications, especially during the 
implementation phase of the project. For each scheduled meeting, Securus will prepare 
and distribute an agenda so participants can prepare questions and answers, ensuring that 
each meeting is effective and successful. 

Topics for discussion will include those initially agreed upon and any additional topics 
requested by WA DOC. Securus will prepare and distribute minutes promptly after each 
meeting. 

Reports 

At the initial project meeting, Securus and WA DOC representatives will finalize an 
appropriate set of periodic reports that Securus will present to WA DOC during each phase 
of the incarcerant telephone system installation project. 

Pertinent details will include: 

 Planned corrective actions when appropriate 

 Status of any previously initiated corrective actions or risk mitigations 

 Anticipated circumstances that might impair or prevent on-time delivery of 
equipment or other deliverables or completion of scheduled events 

 Anticipated changes in key project personnel with reason for change explained 

 Confirmed or updated schedules for anticipated deliverables and, if applicable, the 
expected date of completion for each phase of the project 

The following sections of our plan cover various portions of the project that will ensure a 
quality transition from the current ITS to the Securus calling services on the NextGen 
Secure Communications Platform™ (NextGen SCP™). 

Project Controls and Quality Checks 

Securus will monitor the project using scheduled completion dates to ensure an on-time 
completion of all milestones.  By monitoring the project in this manner, we can correct 
implementation or operational problems, as well as any problems reported through the 
Securus trouble reporting system. By tracking problems; providing summary reports, trend 
analysis, and schedule monitoring; Securus can make adjustments on-the-fly to prevent 
making the same mistake twice.  
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Other less formal reviews of the installation status are held throughout the installation 
process. Operations staff meetings provide the Implementation Manager, Field Service 
Manager, and Lead Project Manager with periodic status updates and allow coordination 
and dissemination of the information to Securus Installation Field Technicians.  

Transition Period with Minimum Service Disruptions 

By installing all Securus ITS equipment and circuits prior to the cutover date—usually one 
to two weeks in advance of the cutover date—this allows for all systems, circuits, etc., to be 
fully tested. By testing prior to cutover, there is no risk of service interruptions due to the 
change-over to the new Securus ITS system. The Securus team has used this process with 
much success throughout their many multiple site accounts in the US & Canada.  

Securus will install and test all necessary equipment and circuits at each site prior to the 
actual cutover date. After the Securus ITS system is installed, it will be running on Securus’ 
circuits and will not have any impact on the existing ITS. There will be no interruption of 
service at that time. On the cutover date, the incarcerant telephones will be unplugged 
from the existing ITS and reconnected to the Securus ITS system. There will not be any 
interruption of service. The cutover may be conducted during the time the facility has all 
phones off, i.e., a count time, prior to the phones coming on at the beginning of the day, or 
after the phones go off for the day. This minimizes any downtime for the facilities. 

Securus will coordinate any removal of the existing incarcerant telephones in all of the WA 
DOC facilities. After all instruments have been replaced, the new system will be flash-cut 
from your existing vendor to Securus during low-use time periods. Typically, the time 
required for instrument change-out is less than 10 minutes per phone. All onsite work will 
be performed in accordance with WA DOC policies and at your convenience. 

Securus does support late-night transitions to our proposed technology to further mitigate 
downtime. Using this approach, our team installs and tests all systems, and then after the 
majority of the population has been locked down for the evening, we begin the system cut-
over, starting with the booking and intake areas, then moving to bring the other areas 
online, based on the State’s established priority. The system will be fully transitioned when 
the incarcerants begin their day. 

Securus Integration Process 

The dedicated Securus integration team is our dedicated team that designs, develops, 
tests, and implements all custom integrations with corrections and banking systems to 
ensure system interoperability. Our mission is to deliver fast and flexible solutions that do 
not create more work for our customers. This process is incorporated into the overall 
Project Plan for the installation of the NextGen SCP system. Major milestones include: 

 Collect Preliminary Needs/Requirements 

 Approved Scope Statement 

 Finalize Design Document  
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 Schedule Customer Implementation 

 Develop Custom Integration Solution 

 Test Custom Integration Solution 

 Implement Custom Integration Solution 

 Customer Approval and Sign off 

To replicate incarcerant profile information located in the existing personal identification 
numbers (PIN) and personal allowed numbers (PAN) database—if applicable—Securus 
recommends transferring this data from the existing incarcerant telephone system in an 
importable file format. Securus will work closely with WA DOC to ensure accurate and 
timely information is imported immediately prior to final cutover at each institution. 

Testing 

Each system is placed under ‘stress-testing’ for seven days before it leaves the production 
facility. This testing procedure simulates that all ports on the system are in constant use 24 
hours straight, for 7 days. The system is again tested onsite to ensure total functionality. 
Test calls are placed from each station port to each trunk. The 
network integration is validated through a battery of tests that 
include frame testing and file transmission. 

Service Coordination with LEC 

Securus will order the required network services immediately upon 
award to ensure that the network services are available as soon as 
possible. To avoid the risk of a transition problem, a Network 
Provisioning Specialist will be assigned to WA DOC until the project is 
completed. 

Provisioned services from local exchange carriers remain active until 
all services for a facility have been replaced with the Securus 
services. Also, Securus-installed cable termination blocks will be labeled and considered the 
property of WA DOC, providing a clear demarcation point. 

Training 

Securus provides ongoing 
It was the best training I ever received in this product training on all 
environment. Fantastic Instructors knew their NextGen SCP features 
material and delivered it in a very understanding deployed at the State, at no 
way. My hats off to all of you. cost. We want your staff to use 
Arkansas DOC Investigator Training Attendee the tools we provide, and 

training is essential to the 
adoption process. Experienced Securus employees conduct all training through online, 
instructor-led classes or on-site, one-on-one and classroom training sessions at no cost to 
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you. We deliver standard training using both hands-on experience with your data and 
instructor demonstrations to ensure each trainee understands all concepts. 

Securus’ training programs enable facility staff to use all features the first day of 
installation. Because NextGen SCP is web-based, after a two- to three-hour training session, 
most users find it easy to use the system immediately. 

In addition to standard training, Securus will work with you to customize your training 
experience to meet the unique needs of your staff and facility. We offer separate classes 
focused on different agency functions, such as, creative investigations, well-organized live 
call monitoring, and efficient system administration. Training for product upgrades, new 
facility staff, or a general refresher course is offered through online instructor-led courses 
available twice a month throughout the year—Securus’ ongoing training ensures your staff 
understands current and newly released NextGen SCP features. 

WA DOC Staffing Responsibilities 

Degree of Involvement from WA DOC 

Securus makes every effort to limit the administrative burden that can occur during a 
transition of service providers. We have the experience of installing our calling services in 
over 2,900 customer locations—more experience than any of our competitors. This level of 
experience ensures that we do not waste any time. Our teams arrive at your facilities ready 
to get the job done.  

At the beginning of the project, the Securus Project and Implementation Teams will meet 
with the State onsite at a State location. These well-organized meetings allow us to 
introduce the project members and review the project plan and timetables with the WA 
DOC Team in person and ensure a successful kick-off to our project. 

Our Project Managers will work with the State Team to coordinate equipment deliveries 
and facility access. When the Securus Technicians arrive onsite, they may require escorts to 
the phone and equipment locations. The majority of our project activity will occur during 
normal business hours. Again, Securus can accommodate late-night/overnight cut-over 
activities. Some of our customers choose this method to eliminate service interruptions 
and reduce interaction with incarcerants.  

Implementation Procedures 

The project plan consists of the following activities: 

 Project Initiation Phase 

 Project Planning Phase 

 Project Execution Phase 

 Project Monitoring/Controlling Phase 

 Project Closure Phase 
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Project Initiation Phase 

Securus will send personnel to WA DOC to begin planning upon notification of a contract 
award. Because each day of the transition process is critical, Securus will start the plan 
immediately to maintain our commitment of a cut-over on or before the agreed upon date. 

The Securus Project Management Team will host a meeting with the WA DOC Team to 
review project scope, critical success factors, and the implementation timeline. We will 
coordinate site survey activities to assess the latest physical characteristics of each location.  

Project Planning Phase 

During the Project Planning Phase, the Securus Project Management Team coordinates the 
resources required for the project. Travel, facility access, deliveries, and customer training 
will be coordinated during this phase. Securus will work directly with all interstate, 
intrastate, and local exchange carriers (LEC) to coordinate the installation of services and 
equipment required for the project. The Securus Project Management Team will coordinate 
all activities and timelines with the WA DOC Team. 

Project Execution Phase 

During the Project Execution Phase, Securus Technicians will travel to each location and 
complete pre-installation activities in preparation for the cut-over. The pre-installation 
activities include pre-wiring, hardware staging, and telecom test and turn-up activities that 
can be done ahead of the cut-over. 

The Securus Project Management Team will coordinate cut-over activities with the WA DOC 
Team to ensure a seamless transition of phone service. Transition of service can be 
coordinated for after-hours or during incarcerant lockdown to limit service interruptions. If 
a service interruption is required, the activity will be coordinated with the DOC’s Team in 
advance of the scheduled activity and schedules can be adjusted to meet the needs of the 
facility.  

During the cut-over, the Securus Team performs a thorough inspection of the installation 
and will resolve any potential issues prior to finalizing the implementation. The Securus 
Project Management Team will review all installation documentation and checklists with 
the WA DOC Team during a walk-through. The Securus Project Management Team will host 
a Customer Acceptance Review Meeting with the WA DOC Team prior to finalizing the cut-
over at each location. 

Project Monitoring/Controlling Phase 

During the Project Monitoring/Controlling Phase, the Securus Project Management Team 
will complete any remaining action items. The Securus Installation and Site Engineering 
Team will perform daily diagnostic checks and monitoring to ensure the system meets the 
requirements of the DOC. 
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The Securus Project Management Team maintains frequent communication with the WA 
DOC Team until all action items are resolved and customer acceptance is completed for the 
full project. 

Project Closure Phase 

During the Project Closure Phase, the Securus Project Management Team verifies there are 
no outstanding actions or deliverables, and will work with the WA DOC Team to review the 
full implementation project and obtain customer acceptance.  

The Securus Project Management Team will transition support responsibilities to the 
Securus Account Management Team for long-term ongoing account support. The Securus 
Project Management Team will complete all internal updates and project closure activities. 

Project Quality Management Plan 

The Implementation Project Plan includes quality control checkpoints at important stages 
throughout the project. The quality control checkpoints are essential elements of the 
Securus project that ensure consistent high-quality implementations. The Securus 
Installation Support team uses a Project Management Institute quality measurement 
technique, which identifies and removes the causes of errors, and minimizes variability in 
the installation process. Each installation project follows a defined sequence of steps with 
quantifiable targets. These targets can be financial or any other area that is critical to our 
customers. Securus truly provides a level of quality assurance that is unmatched in our 
industry. This attention to detail, combined with our time working inside some of the 
largest, and oldest facilities, in our Country, has provided us with real experience we use to 
exceed our customer’s expectations every day. 

Quality Control Checkpoint 1: Customer Provisioning 

Prior to any onsite installation activity, Securus Installation Support Technicians provision 
the NextGen SCP calling services. The provisioning activity prepares our system to support 
the DOC’s incarcerant calling traffic, and ensures that all of the necessary applications and 
calling features are configured. After the customer provisioning is complete, the Installation 
Technician submits a quality control review form to the Engineer, Project Manager, and 
Account Manager for the WA DOC project. Each of these Securus Associates must review 
the customer provisioning “pre-cut” record, and provide verification and approval.  

Quality Control Checkpoint 2: Customer Pre-Installation 

While onsite, the Securus Field Service Technicians complete a checklist to ensure that the 
physical installation characteristics meet or exceed Securus’ standards. Equipment 
inventory, equipment location, electrical, network/telecom, and telephone installation 
standards are reviewed during this checkpoint. 

SECURUS Technologies 10 



 

 
 

 

 

 
 

 

 

Quality Control Checkpoint 3: Equipment Testing / Functional Validation 

At this stage of the project, the calling service is online and test calls can be performed. This 
quality control checkpoint ensures that all calling options are set up to meet the 
requirements of the DOC. Test call scenarios are completed and phone labels, call 
durations, on/off times, administrative terminals, and other customer configurations are 
verified. 

Quality Control Checkpoint 4: Customer Acceptance 

The final quality control checkpoint includes a review by the WA DOC Team. During this 
review, the Securus Project Team will provide copies of all quality control documents, 
equipment inventory records, and network diagrams. The Securus Project Management 
Team will host a review of these documents with the WA DOC Team. Any remaining 
deliverables or service issues will be resolved prior to completing the Customer Acceptance 
checkpoint. 

Post-Implementation Communications 

For the duration of the contract, Securus’ Client Services Manager will be the primary point 
of contact for ongoing maintenance and support needs. 

Securus’ Field Services Manager and Account Manager are accessible by telephone and 
email 24 x 7x 365. 

WA DOC is provided with Securus’ escalation procedure and appropriate contact 
information, which may include telephone numbers, email addresses, fax numbers, or 
other requested information. 

WA DOC facility personnel will be provided with Securus’ toll free Technical Support 
number and email address. Our Technical Support number is answered 24 x 7x 365 by a 
Securus Technical Support Representative. 

Securus’ Account Manager will provide the DOC with the required or requested reports 
based on information in incarcerant telephone system databases, such as incarcerant call 
details, call traffic statistics, call revenue, system usage and performance reports. If 
desirable, Securus will provide periodic system service reports to demonstrate system 
uptime. Based on the DOC’s preference, service reports can be provided via mail, email, or 
Internet download from our Secure FTP Report Server. 

Quarterly Performance Reviews 

Securus has assigned a dedicated account management team, which includes not only the 
sales and support staff, but also the WA DOC’s assigned Account Manager who will monitor 
the ongoing service and maintenance request and will conduct regularly scheduled site 
visits to ensure that you are receiving the highest level of customer service. In addition to 
these site visits, Securus offers quarterly Operational Reviews in which your Account 
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Manager will meet with the WA DOC staff and discuss operational performance, successes, 
and opportunities for improvement. Securus uses the information from these meetings to 
improve our service delivery platform.  This approach allows Securus to consistently 
perform at Net Promoter Scores that are among the highest recorded by any business in 
any industry.   

Minimizing the Transition Impact to Incarcerants, Staff, and Friends and Families 

Securus will address the needs of incarcerants, staff, and friends and families to minimize 
the impact of transition. Changing from the DOC’s incarcerant telephone service to 
Securus’ incarcerant telephone service is not difficult, and we are prepared to support all 
aspects of the transition to minimize impact. 

Securus’ experience with the security and operations of incarcerant facilities will expedite 
the tasks of site surveys and new equipment installation. Securus plans on-site activities 
with the WA DOC to minimize disruption. 

Securus will provide an extensive and comprehensive training program both initially and 
ongoing for Administrative and Investigative personnel. 

Downtime of telephone service to incarcerants will be minimal. Securus and the WA DOC 
will develop a plan of installation times and dates that reduces the downtime for the 
incarcerant population at all WA DOC locations. 

Prior to the transition to a new system, Securus will provide a calling campaign to the 
phone numbers that are in the DOC’s ITS database informing them of the new system and 
how to use the services going forward. A Securus phone number and Website will be 
provided to assist them in the change. Securus’ Customer Service Center will also be 
instrumental in the smooth transition of services.  

2) Vendor must abide by the “IITS Vendor Security Expectations” outlined in the  
  IITS Vendor Security Expectations Requirements Documents. Acknowledge 

your acceptance of this requirement.  
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges and accepts this requirement. 

3) Vendor must provide a robust electronic incarcerant grievance reporting  
system for all corrections related complaints. Describe how you will meet this 

  requirement. 
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Grievance administration is often one of the most complicated and manually laborious 
processes in a correctional facility. Certain incarcerant rights must be honored, facilities 
must respond within strict timelines, and all actions must be properly documented. Failure 
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to do so comes with large penalties and fines and creates legal liability.  Knowing this, 
Securus created and provides one of the most robust incarcerant grievance reporting 
systems in the industry for both our video visitation ConnectUs terminals and our tablets. 

ConnectUs Incarcerant Forms/Grievance Application Overview 
The ConnectUs Incarcerant Forms/Grievance Application will have a significant impact to 
facility operational process. It is a custom workflow tool that makes your grievance process 
completely paperless as it allows incarcerants to submit grievances electronically.  
Correctional staff can then electronically prioritize, route, and respond to the submissions.  
This application not only creates staff efficiencies but also saves your correctional facility 
money. 

Benefits 

 Create multiple incarcerant forms with individualized routing processes 

 Configure the Grievance Application to process multiple types of forms and custom 
routing based on the type of form submitted 

 Require responses from jail staff to validate that the response was received 

 Eliminate manual administration/paper-handling of grievance forms 

How the Grievance Application Works 
 First, Securus will create any number 

of customized forms specifically for 
your facility. You may have a 
different grievance form for medical 
issues than you do with operational 
issues. 

 Each form can have an 
individualized routing process. 
A medical form can be 
electronically delivered to your 
medical staff while all other 
forms go to your grievance 
officer. 

 Routing can also include an 
appeals process. If 
incarcerants are allowed to 
appeal a grievance response, 
the form can automatically be 
routed to a different member of your staff tasked with managing appeals. 
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 Incarcerants access the Grievance Application through ConnectUs™, where they 
can view and manage existing submissions or create new requests. 

 Your staff will use Securus’ centralized platform, NextGen SCP™, to view and track 
all grievances. All steps within the grievance process are time and date stamped to 
ensure compliance with all necessary standards. A customized Grievance widget 
within NextGen SCP allows you to process grievances quickly and easily. 

Functional Overview 

The Incarcerant Forms/Grievance Application is used to electronically process a wide 
variety of forms submitted by incarcerants. At a summary level, it performs these 
functions: 

 Provides form creation and management tools to create and manage multiple form 
types, each with its own customized workflow 

 Provides a user interface for incarcerants to 

o View a list of available form types for completion 

o Complete and submit a form type 

o View a list of their submitted forms and their statuses 

o View the resolution provided to a specific form and either Accept or Appeal the 
resolution 

 Provides a user interface for facility staff to 

o View forms awaiting their action 

o Read and assign a form to another staff member for resolution 

o Request more information from the incarcerant about a form 

o Provide a resolution to a submitted form back to the incarcerant 

 Provides option to provide one or more Appeal levels to the workflow 

 Provides staff supervisors ability to 

o See reports of the volumes and progress of forms through the workflow 

o See pie charts representing age of forms currently in the workflow 

o Assign staff members to process specific forms 

 Provides an audit trail of all staff actions in the workflow 

 Provides storage and retention of all forms 

 Secures access to forms to incarcerant and only staff assigned to form type 

Forms Overview 

The Incarcerant Forms/Grievance Application allows customers to emulate their existing 
paper forms in an electronic format. Examples of Uses of Forms: 
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 General Grievance 

 General Request 

 Request medications 

 Request Law Library Access 

Form Capabilities 

Key form capabilities include: 

 Fixed text labels for titles, labels and instructions 

 Text fields that are automatically filled from the NextGen Secure Communications 
Platform™ data. e.g. Custody Account Number 

 Text fields entered by the incarcerant 

 Text fields entered by facility staff that can be configured to be hidden or viewable 
by incarcerant 

 Check boxes  

 Customizable graphic for facility logo at top of form 

 Work-flow unique to the form type. A General Grievance could have a workflow 
with multiple Appeal Levels, while a request for Law Library Access could have no 
Appeal level. 

Authenticated and Anonymous Forms 

Forms are configured to be either Authenticated or Anonymous 

Authenticated Forms  

Authenticated Forms require an incarcerant to login (authenticate) prior to completing the 
form. The Grievance application attaches the incarcerant’s identity to the form for the 
visibility of facility staff. Optionally, incarcerants can be required to re-authenticate to 
submit forms. The re-authenticate option is set in IFD Provisioning and applies to all 
authenticated forms. 

Anonymous Forms  

An “anonymous form” does not require the incarcerant to login to the Incarcerant 
Forms/Grievance Application. The Incarcerant Forms/Grievance application does not attach 
the incarcerant’s identity to the form to protect incarcerant from possible recrimination. 
Anonymous forms have no means by which the incarcerant may protest (escalate) the 
resolution of the form. Therefore, anonymous forms cannot have escalation levels. 

Since anonymous forms have a simpler workflow than authenticated forms, they can be 
used as a light-weight processing of forms. Anonymous forms could be used to capture 
and process simple requests that do not need a response to be sent back to the 
incarcerant. 
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Just because the Incarcerant Forms/Grievance Application does not track the identity of the 
incarcerant submitting an Anonymous form, the form can ask the incarcerant to provide 
their name &/or custody account number. 

Anonymous forms can be accessed by incarcerants whose PIN numbers are inactive and 
are restricted from using the phone system. 

Forms Processing Workflow 

The Incarcerant Forms/Grievance Application provides a configurable work flow for 
processing incarcerant form submissions. It is based on a form workflow layer template 
that is configured for each level of each form type. 

The workflow for Anonymous forms is a simpler subset of that for Authenticated forms 
since anonymous forms cannot be returned to the incarcerant. 

The Anonymous work flow is: 

1. The incarcerant accesses the Incarcerant Forms/Grievance Application on 
ConnectUs  

2. The incarcerant selects an Anonymous form type, completes it and submits it. 

3. The form is routed to the Assigner who reviews and assigns the form to a Processor 
or Group of Processors. The assignment step can be automated if there is only one 
Processor for a form type 

4. The Processor reviews the form and either  

Assigns it to another Processor, or 

Enters a resolution to the incarcerant request/grievance. 

The basic work flow provided by the Incarcerant Forms/Grievance Application is: 

1. The incarcerant accesses the Incarcerant Forms/Grievance Application on 
ConnectUs  

2. The incarcerant selects a form type, then if not already logged in, is prompted to 
authenticate to the Incarcerant Forms/Grievance application. 

3. Incarcerant completes input fields of form and submits it. 

4. The form is routed to the Assigner who reviews and assigns the form to a Processor 
or Group of Processors. 

a. The assignment step can be automated if there is only one Processor for the 
form type. 

5. The Processor reviews the form and either  

Assigns it to another Processor 
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Requests more information from the incarcerant, or 

Enters a resolution to the incarcerant request/grievance. 

6. The form is routed back to the incarcerant for the incarcerant to 

a. Provide requested information, or 

b. Respond to the resolution provided. The incarcerant can 

i. Actively accept it 

ii. Passively accept it by doing nothing, or 

iii. Appeal it to the next level 

Appeal Levels 

One or more Appeal Levels can be configured for each form. Simple requests typically do 
not have appeal levels configured. Formal grievance forms can have one or more appeal 
levels depending on the facility’s existing grievance process. The Appeal Level work flow 
similar to the initial (Level 0) workflow. 

Forms and grievance on Tablets 

The Forms/Grievance Application is used to electronically process a wide variety of forms 
submitted by incarcerants.  Forms are customizable to fit specific facility needs.  For 
example, this application can be used to for electronic submission of calling lists, sick call 
slips, and PREA reports.  It allows users to easily submit, view, update, and track all 
submitted forms.   

Features and Benefits - Facility 

 Easy to use interface 
 Management tools to create/manage 

multiple types of forms 
 Work flow reports and charts 
 Activity tracking and Audit trail of all 

staff actions to ensure compliance 
 Storage and retention of all forms with 

real time access 
 Cost savings in time and paper 

Features and Benefits - Incarcerants 

 2-way controlled communication 
 Real-time access to past and current 

forms 
 Ability to accept or appeal a response 
 Activity tracked ensuring compliance 
 Cost savings in time and paper 
 Increases opportunity to submit and 

view forms 
 Reduces response time 

The Form and Grievance application allows the incarcerant to view and search all of their 
submitted forms, both past and current.  
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Items listed in red are displayed at the top and show forms on which an incarcerant can 
currently take action, including adding a response to a previously submitted form or 
escalating a form that has been closed but can be escalated to the next level. The items are 
listed here from shortest time to longest amount of time remaining for the action to be 
taken. 

Items listed in blue are displayed below any actionable forms and include the remaining 
forms that currently no action can be taken by the incarcerant. The items are listed in order 
from shortest time to longest amount of time remaining until the closing date of that form. 
Any items that are permanently closed are listed at the bottom. 

The name of the form and the subject will be displayed to help the incarcerant identify 
each form at a click glance. The status and/or action available is also noted to give the 
incarcerant a quick overview of what is happening with that form. More information can be 
obtained by clicking on the form. 

The orange icon indicates that the form has been submitted on the tablet, but that it is 
pending sync to be submitted to the DOC via the facility system. This icon will disappear, 
and the form will be added to the general list once the incarcerant has either synced their 
tablet. 
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The incarcerant must select the form, subject and description, which will have dropdown 
options to fill in.   

When typing into the free text area on the tablet, the keyboard option will pop up on the 
screen, allowing for easier and faster typing for the incarcerant.  The character count that 
was input in staging will apply to the tablet, just as it would on the kiosk. 

Once the incarcerant has completed and submitted all fields on the form, they will receive 
a confirmation that their form is ready to be synced. The example above shows the non-Wi-
Fi version of the application, which will provide a message that the incarcerant must sync 
with the kiosk in order to send their form or grievance. The Wi-Fi version of the app will 
have a similar message, confirming that the form has been successfully submitted or that 
upon the next Wi-Fi sync the form or grievance will be submitted. 

The incarcerant will always receive a success message within the Communication Center 
application once their form has been successfully submitted, whether through the kiosk or 
over Wi-Fi. The reference number will always be displayed so the incarcerant has this for 
reference. 
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4) Vendor’s documents related to the IITS, including those that may be “owned”  
by the Vendor, will be public records in accordance with Washington’s Public 
Records Act (RCW 42.56) and DOC requires vendors to proactively maintain an 
index of available DOC public records.  Acknowledge Vendor’s acceptance of 

  this requirement. 
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

If the Department receives a Public Records Act request, then Securus will assist the 
Department to provide the required information to the extent possible.  Securus is not a 
public agency and is not subject to Public Records Act requests; however, Securus may 
have copies of existing Department materials requested and will, as a courtesy, provide 
copies of those materials which the Department needs assistance with locating (e.g., copies 
of contracts, copies of reports produced in the ordinary course, etc.).  As Public Records Act 
requests involve existing records of public agencies, Securus does not create documents 
and it does not provide internal, non-public, or privileged company materials that were 
never prepared, possessed or used by the Department. 

5) Are there potential features of your system that might benefit the Department 
that have not yet been disclosed? 

  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

As we have presented in our round 1 submission to this Request for Incarcerated Individual 
Technology Services, Securus offers a multitude if features and capabilities.  Those features 
include:  

 NextGen Secure Communications Platform (NextGen SCP™) – Combining 
incarcerant telephone service and video visitation 

 Money Transfer 

 The JP6 – JPay’s cutting edge portable device which includes a: 

o More reliable functionality including downloading music, emails, games. 

o A more reliable battery with significantly more usage time and MTBF (mean time 
before failure). 

o A faster processer for an enhanced user experience. 

o An enhanced screen with more pixels. 

o An Education Platform that includes a Learning Management System (LMS) that 
interoperates with most colleges and universities, as well as the ability for the 
DOC to add specific content such as GED, manuals, or other information.  

o Media Store (music, games, movies) 

o Free eBooks 

 Email 

SECURUS Technologies 20 



 

 
 

  
 

 

 
 

 

 

  

 

 

  
 

  
   
   
    

 

 

 

 

 

 

 Automated Information Services (AIS) – A hosted, interactive voice response system 
that provides general facility and incarcerant-specific information such as visiting 
hours, time remaining on their sentence and trust account balances to incarcerants 
and outside callers over the phone. 

 THREADS Analytic Data Program which enables the DOC to add multiple data 
sources for investigative analysis.  

 Investigator Pro voice biometrics program enabling the DOC to determine that the 
person on the call is actually that person.  We do this by comparing voice prints.   

 ICER – Offender Intercommunication Evaluation and Reporting System, which 
identifies when more than one incarcerant voice stamp is on a call.  In other words 
it identifies when offenders are speaking to each other.  

 Guarded Exchange Monitoring Services 

 Securus Digital Mail Center:  The processing of physical mail into digital mail that 
can be read on the kiosk and/or tablet.  This removes contraband from the 
facilities.   

 Drone Detection Services 

 Wireless Containment Solutions, also known as cell phone detection.  

6) All of contractor’s records associated with services provided under contract to 
the Department shall be made available by the contractor to the Department 
in the timeframe requested when necessary for Department’s response to a 
Public Records Act request, Chapter 42.56 RCW (“Act”). Acknowledge Vendor’s 

  acceptance of this requirement. 
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

If the Department receives a Public Records Act request, then Securus will assist the 
Department to provide the required information to the extent possible.  Securus is not a 
public agency and is not subject to Public Records Act requests; however, Securus may 
have copies of existing Department materials requested and will, as a courtesy, provide 
copies of those materials which the Department needs assistance with locating (e.g., copies 
of contracts, copies of reports produced in the ordinary course, etc.).  As Public Records Act 
requests involve existing records of public agencies, Securus does not create documents 
and it does not provide internal, non-public, or privileged company materials that were 
never prepared, possessed or used by the Department. 
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7) Search functionality.  If records in Vendor’s custody are required, Vendor shall 
first provide the Department with a searchable electronic index of records 
associated with Vendor’s performance of the contract.  Such index will allow  
the Department to identify potentially responsive records more efficiently and 
accurately.  Once the required records are identified, the Vendor shall  
promptly make them available to the Department electronically and in an  
organized and searchable manner. Please describe the search functionality  
that Vendor held data will provide to the Department? 

  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

The NextGen Secure Communications Platform™ (NextGen SCP™) has a dedicated report 
writer that provides investigative information based on the communication detail records. 
This sophisticated reporting tool provides a reporting interface into all communication 
activities. 

Reports can be generated online and exported in the following formats: 

 Microsoft® Excel 

 CSV (Comma Separated Values) 

 Adobe® PDF 

Users can search and analyze communication details on all communication events through 
NextGen SCP. These details include date, time, duration, telephone number, origination, 
destination, incarcerant ID, termination reason, and more. NextGen SCP retains 
communication details on all communication attempts. Users can customize the standard 
reports by varying search criteria, such as date range, facility, or call length. 

NextGen SCP provides standard reports with parameter fields that allow the user to define 
the information content of each report based on the following criteria options: 

 Date range 

 Incarcerant identifier, such as ID, PIN, and first or last name 

 Communication type (calls and video) 

 Communication status (complete or incomplete) 

 Destination number (partial or full number entry) 

 Call type 

 Three-way or Remote Call Forwarding detected, watched status, wireless indicator, 
or Continuous Voice Identification 

 Visitor and visit type (SVV) 

 Visitor contact number 

 Visitor identifier, such as first or last name, email, and visitor ID 

 Per phone/terminal, per location, and per offender 
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 Number restriction and/or status assignment 

 Broad search with no data entry 

 Suspected fraudulent call activity 

 Prepaid account number 

 Destination zone (local, interLATA, interstate, intraLATA, international) 

Sample Communication Detail Results Screen 

Call Recording Search and Retrieval 
The NextGen Secure Communications Platform™ (NextGen SCP™) provides authorized 
personnel and investigators single-point access to research WA DOC communication 
records and recordings. 

Users can specify search criteria, such as called party, calling telephone, date, time, PIN, 
custody account number, duration, and location, and search across a site or group of sites 
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based on their security authorization. NextGen SCP searches communication detail records 
and can include all call attempts or just completed calls. 

Search results provide detailed information about each call and will indicate whether or not 
the communication detail record (CDR) has an attached recording. If recorded, authorized 
investigators can listen to the recording using the embedded call player with easy-to-use 
search capabilities, and features such as, pause and play. 

To speed searching of a recording the player shows sound wave activity of the call to 
identify times of limited talk or to identify a particular event.  

NextGen SCP streams call recordings on an investigator’s computer to play the recording 
through the attached speakers. While it is possible to make a recording from the speakers, 
this is only a copy of the original. Chain of Evidence safeguards are in place to prevent 
access to the actual digital copy of the recording and to eliminate any chance of 
manipulation, whether intentional or accidental, that could later challenge the authenticity 
of the call recording. 

Video Visitation Search and Retrieval 
Authorized WA DOC users can generate communication reports on all Securus Video 
Visitation (SVV) events through the NextGen Secure Communications Platform™ (NextGen 
SCP™) user interface. WA DOC users can perform a dynamic search using the single-input 
omnibox or an advanced search. 

Searching for SVV Events 
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Advanced Search for SVV Communication Records 

NextGen SCP presents the search results in such a way that further action can be taken 
from this same page to further refine search results, download recordings or data, or 
export report results without navigating away from the search results page. The left-hand 
side of the page offers filtering based on the results and shows only the filter options that 
are present in the results. 

Clicking on the event in the results pane opens the communication event detail pane on 
the right-hand side of the page. This pane provides additional detailed information about 
the event and allows the user to download the session report, extend the recording 
expiration date, download the video session, or play the session recording without 
downloading it to the user’s computer. 
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Securus Video Visitation Communication Detail Report 

All communication detail results can be exported to CSV, PDF, or Excel. 

Exporting Results 
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8) If the Vendor considers any portion of any record associated with the Vendor’s  
performance under the contract to be protected from disclosure under law,  
the Vendor shall clearly identify the specific information that it claims to be  
confidential or proprietary when the records are provided to the Department  
in response to a public records request. The Department retains sole discretion 
in the appropriateness and application of withholdings and redactions for all  
records. Acknowledge Vendor’s acceptance of this requirement.

  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges acceptance of this requirement. 

9) If the Department receives a request under the Act to inspect or copy 
information identified by the Vendor as confidential or proprietary and the 
Department determines that release of the information is required by the Act  
or otherwise is appropriate, the Department’s sole obligation shall be to notify  
the Vendor (a) of the request and (b) of the date that such information will be  
released to the requester unless the Vendor obtains a court order to enjoin 

  that disclosure pursuant to RCW 42.56.540. If the Vendor fails to timely obtain a 
court order enjoining disclosure, the Department will release the requested 
information on the date specified with whatever withholdings and redactions  
it deems proper. Acknowledge Vendor’s acceptance of this requirement.  

  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges acceptance of this requirement. 

10) The Department is not obligated to claim any exemption from disclosure under 
the Act on behalf of the Vendor. The Department shall not be liable to the 
Vendor for releasing records not clearly identified by the Vendor as 
confidential or proprietary. The Department shall not be liable to the Vendor 
for releasing any records in compliance with this section, in compliance with 
the Act, or in compliance with an order of a court of competent jurisdiction.  
Acknowledge Vendor’s acceptance of this requirement.

  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges acceptance of this requirement. 
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11) Data security and integrity.  Where and how will Vendor store or retain DOC  
data? How will Vendor assure that the integrity of Department data is  

  maintained?
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus stores all communication records, recordings and videos in a centralized Disaster-
Resistant Carrier-Class Data Centers located in Dallas and Atlanta. The Data Centers house 
commercial-grade, high-performance, managed communication systems built to the latest 
technology standards. These centers manage all of the hardware and software controlling 
fraud detection, investigative features, visitation processing, visitation records, and actual 
recordings of visitations.  They are managed under the direct supervision and immediate 
hands-on maintenance by trained data center personnel. In addition, all equipment used to 
store records and recordings is monitored by the Securus’ fully staffed Network Operations 
Center 24 hours a day, 7 days a week, and 365 days a year. 

The NextGen Secure Communications Platform™ (NextGen SCP™) provides a unique set of 
features and advanced technologies to store communication recordings. Traditional 
premises-based platforms use local hard drives that may fail and are susceptible to local 
disasters. Premises-based systems need manual backup schemes that are unnecessary 
with NextGen SCP. NextGen SCP writes all recorded communication events to a Network 
Attached Storage array (NAS) in our primary data center. Each NAS array is also replicated 
to the secondary data center for redundancy and failover. All recordings created on the 
platform reside in at least two of our data centers. Recordings can be downloaded from 
NextGen SCP in various, widely-used formats and copied to a CD, DVD, or other portable 
media. 

The NAS architecture makes all storage available to all servers on the network. The NAS 
solution delivers complete scalability for a facility’s storage requirements and supports 
data migration from one storage device to another and the sharing of data among different 
servers in a network. The NAS devices can scale by adding another node of dense SATA 
disk to the storage array. Within the NAS, NextGen SCP uses a software-defined storage 
platform of very dense disk nodes. Even if three individual hard disk drives fail or one node 
fails during the disk or node recovery process, the system will continue to operate without 
data loss. 

The Securus NAS has more than seven petabytes of storage space in each carrier-class data 
center and is continuously monitored and managed through automated processes and 
storage policies. When these very large storage systems approach designated thresholds, 
Securus expands capacity to ensure all authorized communication records and recordings 
are retained in secure, disaster-resistant locations. 

The Securus data center storage solutions provide facilities with technology that is: 

 Scalable to meet any facility’s contractually required storage demands 
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 Resistant to local disasters through multiple copies stored within the data centers 
and off-site 

 Highly available through the unique architecture and design of the data storage 
model 

 Partitioned and compressed to run queries faster 

 Secure, protected, and monitored to enable total recall of data 

Communication Detail Record Storage 

Securus uses a combination of Oracle™ database and Elasticsearch® for storing the 
communication detail records (CDRs).  

Oracle database delivers economies of scale on easily managed grids, making it easier to: 

 Reduce downtime with maximum availability 

 Partition and compress data to run queries faster 

 Protect and audit data, and enable total recall of data 

 Use standby resources exclusively 

Oracle simplifies the process of linking data in multiple tables. This is a key feature of a 
relational database management system. Storing data in multiple tables allows Securus to 
define relationships between the tables, as well as the applications that feed information to 
those tables. 

Elasticsearch is a distributed, RESTful search and analytics engine that provides Google™-
like search capabilities for the platform. Elasticsearch stores a subset of CDRs from Oracle, 
allowing our customers to perform full-text queries with faster access. 

Securus uses the Oracle and Elasticsearch datastores to respond faster to changing 
business conditions, providing clients a system that is more responsive to their evolving 
needs. 

Network Penetration Testing Procedures 

Securus takes its due diligence for its customer’s and data very seriously. Data is encrypted 
at rest and in-motion. Backups are encrypted on disk and when moved to tape 
backups.  Tape backups are stored at secure remote facilities.  Our internal Security Team 
has implemented controls in accordance with NIST guidelines including administrative 
controls such as security awareness training and amended and improved corporate 
policies and processes to integrate the principles of separation of duties and least privilege. 
We have added many Technical controls (such as, but not limited to) intrusion detection 
and prevention systems, two factor authentication and Security Information Event 
Management. We have also taken additional steps to improve our Physical controls such as 
man traps, armed guards, cameras and a proximity badge access system. 
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Securus takes a defense in depth approach to information security. This means we utilize 
multiple layers of tools to protect the environment from the latest threat landscape, so that 
customers are assured we have the latest technologies and processes to protect our data 
and assets from misuse. 

Securus exercises very aggressive patch management which is an essential ingredient to a 
successful information security program.  

Our perimeter security is a combination of the latest Firewall equipment and Intrusion 
Detection Systems to ensure that malicious access is filtered, and alerts notify our Security 
Operations Center for investigation. 

Internal resources are protected using a combination of Anti-Virus products, Content 
Filters, two-factor authentication and cloud-based prevention systems that continuously 
protect computer assets connected to the Securus network, whether systems are physically 
located at our headquarters or in a remote mobile scenario they are protected using 
multiple layers of defense. 

All Securus associates attended mandatory annual Security Awareness training which 
covers common security threats, disaster recovery and incident response, insider threat, 
proper data handling and corporate policy review. In addition to attending weekly training 
sessions, the Securus Information Security team keeps up with up to date Security trends 
and has attained Security certifications such as CISSP, Security+, CCNA security, CEH and 
other industry standard certifications. This means that customers take advantage of having 
a knowledgeable support staff working to protect data and assets behind the scenes. 

Securus implemented a Security Information Event Manager to provide auditable tracking 
of all events, and works to correlate results of Third Party penetration testing against our 
resources to ensure there are no vulnerabilities in our perimeter defenses. The means that 
customers are assured we are constantly checking our own security measures for 
effectiveness through an unbiased methodology. 

Security personnel monitor facility access and respond to abnormalities. Security personnel 
regularly track and report security metrics, analyzing for trends and addressing anomalous 
behavior. We proactively respond to quickly address any unusual activity using customer 
accounts. 

Securus has data purge policies based on the customer needs/contractual commitments. 
Data is destroyed/purged from the system at the expiration of the purge policy. 

Secure Access 
Securus understands the importance of security, particularly in the corrections industry, 
and takes security concerns seriously. 
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Securus applies a high level of security to protect against 
cyber crimes. Applications that transmit data across public 
networks support SSL, Certs, and encryption. Cisco and 
Fortinet firewalls, used throughout the network to protect 
SCP and our customers, create DMZ networks. All servers, 
laptops and workstations require anti-virus and anti-
spyware protection and the latest operating system 
patches. Securus supports both Bitdefender and Symantec 
anti-virus. 

Data Security 

Securus has a carrier-class data center that has some of the most comprehensive security 
measures in the telecommunications industry. Multiple layers of security control physical 
access to the Securus network facilities. 

Security personnel maintain the following procedures for allowing entry into the data 
centers: 

 Security personnel are on premise 24x7x365 

 Cardkey reader (electronic badge) access for entry 

 All persons having a business need to access company premises must carry 
identification badges at all times  

 Man traps at each entry and exit point in the data center. Man traps use two sets of 
doors that both require electronic badge entry. The first set of doors must close 
before the second can open. 

Access Procedures 

All visitors, customers, contractors, and repair personnel must gain access from the 
security officer on duty. 

Customers, contractors, repair personnel, maintenance personnel, and non-local 
employees can access buildings and critical areas only with an escort. Vendors may access 
buildings and critical areas only during working hours and also require an escort. 

12) Duration of data storage.  What is Vendor’s experience working with various 
retention schedules under one contract?  For how long does Vendor typically 

  store client data? 
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus does not limit the communication data storage time. Since every site’s 
requirements are different, Securus works with each facility customer to define their 
optimal data storage timeframe. Typically, communication detail records are stored for 
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seven years, generally call recordings are stored for up to 90 days, and video visitation 
sessions are stored for up to 180 days. 

Extending Expiration Dates 

NextGen Secure Communications Platform™ (NextGen SCP™) can be used to extend the 
expiration of a recording. At times, investigators may not want recordings from active 
investigations to be purged from the system—regardless of the recording retention policy 
in effect. Authorized users can protect a recording from being purged by extending the 
expiration of the call by 30, 60, or 90 days by clicking the Extend Time icon.  

Extending Call Recordings 

Current expiration date will be per the terms of the agreement. 

13) Data security. How will Vendor insure that data that it transmits to the  
Department is transmitted securely?  

  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus applies a high level of security to protect against cyber crimes. Applications that 
transmit data across public networks support SSL, Certs, and encryption. Cisco and Fortinet 
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firewalls, used throughout the network to protect SCP and our customers, create DMZ 
networks. All servers, laptops and workstations require anti-virus and anti-spyware 
protection and the latest operating system patches. Securus supports both Bitdefender 
and Symantec anti-virus. 

Access to all Securus server information is done through HTTPS (HTTP over TLS). HTTPS is 
the use of Transport Layer Security (TLS) as a sub-layer under regular HTTP application 
layering. The NextGen SCP dashboard encrypts and decrypts user page requests, as well as 
the pages that are returned by the Web server. The use of HTTPS protects against 
eavesdropping and man-in-the-middle attacks (an attack where the attacker secretly relays 
and possibly alters the communication between two parties who believe they are directly 
communicating with each other). Applications that transmit data across public networks 
support TLS, Certs, and encryption. Sensitive data is encrypted both at rest and in motion. 
Securus provides supporting TLS encryption at the application network layer. All web 
sessions and services are executed via HTTPS using AES 256 encryption. Securus uses both 
GoDaddy and Entrust SSL certificates for external connections and Microsoft Active 
Directory Certificate Services for internal SSL connections where needed. 

14) Destruction of data.  The Department will determine when Vendor must 
destroy or return various categories or types of services-related-data to the  
Department.  How will Vendor ensure destruction or return of all such 
categories or types of data when required? 

  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus has data purge policies based on the customer needs/contractual commitments. 
Data is destroyed/purged from the system at the expiration of the purge policy. 

Any devices that have stored sensitive and confidential data at any time are required to 
undergo cryptographic erasure as described within National Institute of Standards and 
Technology (NIST) SP 800-88r1 prior to disposal or released out of the organization’s 
control. If devices are no longer needed, an approved vendor is contracted for the 
destruction of the device after sanitization efforts have taken place. 

15) Describe any tools or techniques offered by Vendor to reduce Department’s 
  mail processing time. 
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

To reduce the Department’s mail processing time, Securus offers our Digital Mail System, 
which will allow WA DOC to convert physical mail into electronic communications, and JPay 
Email, which provides a convenient alternative to physical mail to incarcerant’s and their 
loved ones, whereby reducing the volume of physical mail the Department processes.   
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Securus Digital Mail Center 

Securus understand that contraband is one of the many items that plague 
today’s correctional facilities. Ensuring that contraband stays outside of facility 
walls allows for a safer environment for both facility staff and incarcerants. 

With Securus’ Digital Mail Center solution, facilities control contraband introduction 
through the postal mail delivered to your facility.  

Converting physical postal mail into electronic communications creates measurable results: 

 Dramatically improves investigative intelligence 

 Eliminates contraband entering through postal mail  

 Eliminates operational burden on corrections staff from processing postal mail 

 Immediate notifications to staff and investigators when particular incarcerants 
receive mail creates timely intelligence  

 Reduction in staffing costs or ability to relocate staff to other critical areas  

The Securus Digital Mail Center eliminates contraband entering correctional agencies 
through the postal service by scanning physical mail and delivering it electronically to 
incarcerants through Securus’ ConnectUs incarcerant terminals and Tablets. The Digital 
Mail Center software allows authorized Provider staff or correctional agency staff to scan 
certain physical mail and electronically deliver it to incarcerants through Securus’ Digital 
Mail Center Dashboard. The Securus Digital Mail Center Dashboard then provides the 
following capabilities and information:   

 Ability to view, approve, reject, and manage scanned mail 

 Ability to set alerts when specific incarcerants receive mail 

 Audit logs of activity associated with the Securus Digital Mail Center for increased 
administrative oversight 

After the mail has been scanned and reviewed, Digital Mail Center then delivers a scanned 
copy of the mail electronically that can then be delivered and viewed by the incarcerated 
individuals through ConnectUs phone terminals and/or Tablets. 

Digital Mail Center is also flexible in its configuration, allowing for it to be deployed one of 
two ways: 

 Securus Managed: Processing of physical mail can be automated by forwarding all 
incarcerant mail to Securus’ Missouri-based processing center where certified 
investigative staff then open, scan, and electronically send mail to incarcerant 
terminals running ConnectUs incarcerant terminals and Tablets for incarcerants to 
retrieve. 

 Agency Managed: Alternatively, agencies can choose for Securus to deploy the 
software only, allowing existing agency mailroom staff to scan and electronically 
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deliver mail to incarcerant terminals running both ConnectUs incarcerant terminals 
and Tablets. 

Regardless of which mail management system is chosen, all mail is received within the 
Digital Mail Center Dashboard. Within the Dashboard provides facility staff with a full suite 
of capabilities: 

 View, approve, reject, and manage all scanned mail. 

 Ability to create text and email notifications when specific incarcerants receive mail. 

 Full audit logs of all activity for increased administrative oversight. 

 Easily configurable to automatically release scanned mail to incarcerants, allow for 
administrative approval for all mail prior to being electronically released and 
delivered, or require administrative approval for incarcerant-specific mail. 

 Manual Transcription creates database of all messages that can be searched for 
specific words or phrases. NOTE: Manual transcription can be performed by agency 
staff, however, will not be performed by Securus staff. 

 Custom Watch Word List automatically identifies when content is inappropriate. 
NOTE: Custom Word Watch List active only if agency uses Manual Transcription 
feature 

Process Details 

1. Agency continues to receive ‘privileged’ mail at existing location/address. Examples 
of privileged mail are: 

a. Legal 

b. Financial  

c. Medical 

2. Securus will establish P.O. Boxes for appropriate facility mail to be directly sent to 
Securus’ Processing Center, while facility will updates outward facing mailing 
instructions with new address. 

3. Facility will need to update outward facing mailing instructions stating that 
incarcerant non-privileged mail should be mailed to new Digital Mail Center P.O. Box 
address. 

a. Any non-privileged mail that arrives at facility may be sent to the P.O. Box for 
processing.  

i. Any envelope that contains traditional 8.5 x 11 paper sizing. Manilla legal 
style envelopes are included with this as well. We will receive and scan 
most mail packaging as long as the packaging can be scanned and is not 
comprised of cardboard or other rigid parchment incapable of running 
through our scanner, i.e. USPS postal rigid express envelopes that lay flat 
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but do not bend without creasing would not be accepted and magazines 
will not be accepted. 

b. Mailing costs will fall on the responsibility of the facility. 

4. Securus processing center receives mail  

5. Within 48 hours of receipt, processing center will open the mail and inspect for 
contraband or any suspicious material.  

a. If contraband is found:  Suspicious material given to local law enforcement 
and mail will not be scanned. Agency will be notified by Guarded Exchange 
that contraband was found. If contraband was discovered after mail is 
scanned, then the letter will be “revoked” and a notification will be sent to the 
agency. 

6. Approved mail, including envelop and content, will be scanned into the DMC system   

7. Contents of mail will be placed back in envelop to store/file for 30 days. After 30 
days, mail will be destroyed. 

8. Customizable mail handling directives  

All information associated with the letter, including sender name, time, date, address, and 
content, are stored for the life of the contract. This creates permanent investigative 
intelligence that is impossible to achieve through standard physical mail processing. The 
facility may also determine whether physical mail that has been processed will be returned 
back to the facility or destroyed. Contraband will be delivered to local law enforcement for 
processing and facilities may request that a case be opened for senders of contraband 
material. If mail originating from an attorney’s office or other private/privileged 
establishments is received, it is immediately sent back to the correctional agency for 
physical deliver in order to ensure attorney/client privilege is maintained 

Digital Mail Center User Dashboard 

The dashboard is easy to use and provides critical capabilities and information such as: 

 Easily view, approve, reject, and manage all scanned mail. 

 Set and Manage Alerts 

 Set Incarcerant Holds 

 Custom Watch Word List 

 Full audit logs of all activity for increased administrative oversight. 
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User Dashboard 

JPay Email 

In 2004, JPay began offering our email service to state prison clients and has since 
expanded this system to 18 state Departments of Corrections across the country. 
Hundreds of thousands of users have sent and received tens of millions of emails, photo 
and video attachments, and eCard greetings. 

Family and friends access this service online at JPay.com and from our iPhone and Android 
mobile apps. Family and friends must initiate a conversation in order for an incarcerant to 
respond. This opt-in system prevents unwanted incarcerant contact. Incarcerants access 
their email via the kiosk in their housing unit and from their tablet. Once a message is 
received, the incarcerant can respond or compose a message to that contact. The 
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incarcerant’s response is then available on the customer’s smartphone app or at JPay.com. 
Customers can delete incarcerant contacts at any time to prevent future correspondence. 

All messages are paid for with virtual stamps, which are available in bundles and always 
cost less than a traditional postage stamp. Stamp purchasing is simple and never interferes 
with composing and sending of email messages. Another feature JPay offers is free 
transferal of stamps between customers and incarcerants, if the DOC approves. In 
addition, a customer can pay for the incarcerant’s reply when drafting an email so the 
incarcerant can respond whether he has stamps in his account or not. 

With JPay’s email system in place, facility staff no longer need to expend valuable resources 
examining letters for inappropriate content or contraband. Efforts can then be redirected 
to more urgent issues, as computer systems analyze incoming and outgoing 
correspondence. Facility staff can still screen and approve messages manually before 
release to the recipient. Over the years, this system has been instrumental in a handful of 
recaptures, stopped many messages that were STG threat-related, deciphered many 
encoded messages, and much more. 

Stamps 

Customers and incarcerants buy and use virtual stamps to send emails, attachments, 
VideoGrams, and eCards through our service. Customers purchase stamps on our web site 
and on their mobile device using a credit/debit card. Incarcerants purchase stamps via the 
incarcerant kiosk using their trust account or JPay Media Account. 

A one-page email (about 5,000 characters) costs one stamp. Longer messages require 
additional stamps and users are asked to confirm extra stamp expenditure before sending 
the email. Each added recipient and attachment also adds one stamp to the cost. 

Buying stamps on JPay.com 

To purchase stamps on the web, the user simply selects a stamp package to purchase from 
the Stamps section in the user menu. The user can choose a bundle size that corresponds 
to their anticipated usage. The more stamps purchased, the lower the per stamp cost. As 
soon as the transaction is completed, the customer can begin sending emails. 
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Buying Stamps via the App 

Just like the website, the mobile app requires the customer to have stamps in order to send 
email. To buy stamps, the customer chooses a stamp package, selects and confirms the 
payment method and taps "Purchase." 

Photo Album 

Customers can attach photos to their emails. Incarcerants can view the photos on the kiosk 
and download them to their tablets. The photo viewer on the tablet allows incarcerants to 
manage a digital photo album of hundreds of photos. From the kiosk, incarcerants can also 
submit a request to the facility for a printout of a photo attachment, enabling them to have 
a physical copy of the attachment if the DOC approves. 
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Email Review 

All incoming and outgoing email is routed to the Facility System for facility staff review and 
approval before release. Each email is automatically screened for content and if certain 
criteria are met, the message is flagged for special review. Even if a message has no 
questionable content, staff can still hold each message for review and approval before 
releasing it to the recipient. 

How It Works 

Our flagged email review process is in place at 18 state correctional agencies. As a result, 
their investigators receive accurate and relevant intelligence and their mailroom staffs are 
not bogged down reviewing and approving emails that do not pose a security threat. 

Once a word list is set, we monitor the flow of emails and continually provide the DOC with 
metrics on the frequency and type of words being flagged. For example, the word "kill" 
seems to be a likely inclusion in a flagged word list, but it actually does not provide valuable 
intelligence because it is part of many common expressions such as "kill my appetite" or 
"just killing time" and appears in more than 10% of all email traffic. In fact, it actually 
hampers the mailroom’s ability to identify and escalate real threats and delays the delivery 
of email. Conversely, seemingly innocent words such as "disciple" or "greendot" often 
appear in letters referencing criminal/gang activity. 

Flagged emails require staff approval before being delivered to the recipient’s inbox. All 
messages containing attachments are automatically flagged for review. Messages are then 
presented in "Buckets" depending on status. For example, all messages that contained 
words flagged by the dictionary or user watch lists would reside in the "Requires Approval" 
bucket as shown below. 

Letter Delivery 
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An email auditing feature tracks all staff activity so supervisors can see who approves and 
releases individual messages. Emails can be flagged for various reasons such as: 

 Word List - Flagged because a word from the "flagged word" list was used 

 Watch List - Flagged because an incarcerant or customer is on a watch list 

 Contains a photo attachment 

 Contains a VideoGram 

JPay will work closely with DOC staff and investigators to ensure the DOC reaps all the 
benefits of these investigative capabilities. 

Approval Process 

Approved DOC staff can either release the message to the recipient or request additional 
review. Typically, agencies predetermine who performs any additional review of an email to 
determine if it is a security threat. That team, usually investigators, can release the email or 
return it to the sender. In addition, the email can be indefinitely detained or discarded 
entirely. The DOC user has the option to notify the customer and/or incarcerant if and why 
the message was discarded. 

To save time and keep the mailroom operating at the highest levels of efficiency, we 
created an "Approve All" feature. If messages go through the screening process and are not 
flagged by a watch list, the messages can be automatically released to the incarcerant. 

Editable Dictionary 

Facility staff can pre-populate the system with words, key phrases, or character strings that 
flag and restrict an email from being received by the intended recipient until it is reviewed. 
Staff members can manage the word dictionary and user watch lists, or have us administer 
the system. All changes occur in real time and are populated system-wide instantly. Entire 
dictionaries, single words or phrases, suspicious incarcerants, or customers can be 
established statewide or shared by region or by facility. 

Word Filtering Page 
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Alert Options 

DOC staff can choose to receive alerts if any flagged phrases or words appear in an email 
passing through the system. The DOC user will receive an email alerting them to the 
presence of a flagged word and the DOC user can then log into the system and administer 
it accordingly. 

Watch Lists 

When a customer or incarcerant sends an email, our system scans it for customer or 
incarcerant names on a predefined, customizable watch list. An alert is automatically sent 
to the DOC investigator via email, detailing the customer name, incarcerant name, and ID. 
The investigator can then approve or deny the message accordingly, depending upon DOC 
parameters. 

Facility staff can easily place any incarcerant or customer onto a watch list. The DOC can 
even add customers to a watch list for specific products such as email, a combination of 
products such as money and email. Facility staff can customize their own alerts based on 
incarcerant and customer activity. For example, a staff member may choose to receive an 
alert if multiple incarcerants are receiving email from one customer. The system will alert 
the staff member via email whenever this customer uses our system to send money or 
emails to an incarcerant. This introduces an unprecedented level of detection capability to 
correctional staff. 

16) Vendor must agree to DOC’s SLA terms attached as IITS General Requirements 
Attachment 1 – SLA Terms. Acknowledge Vendor’s acceptance of this 

  requirement. 
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges and accepts this requirement. 

17) Vendor must agree to DOC’s security requirements as stated in the attached 
IITS General Requirements Attachment 2 – Vendor Security Expectations and as 
may be revised at DOC’s discretion. Acknowledge Vendor’s acceptance of this  

  requirement. 
  Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges and accepts this requirement. 
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ATTACHMENT A – 
PROPOSED 
IMPLEMENTATION 
PLAN 
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