
 

  
 

 
 

 
 

  
    

  
   
 

 

 
    

  

 

   
  

 

   
     
     
  

 

INFRASTRUCTURE REQUIREMENTS 

Respond to each item below: 

1) IITS telecommunications infrastructure must meet DOC Telecommunication 
Distribution Standards (TDIS) http://www.doc.wa.gov/about/business/capital-

 planning/resources.htm#links. Note that Leviton SCS may be installed as an 
approved substitute to SystiMax Solution in the TDIS. No other substitution 
will be allowed. Acknowledge Vendor’s acceptance of this requirement.  

 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges and accepts this requirement. 

2) Incarcerant phone systems will not use the Administration Backbone or  
Horizontal Cabling Plant. Acknowledge Vendor’s acceptance of this 

 requirement. 
 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges and accepts this requirement. 

Securus’ phone system will not use the Administration Backbone or Horizontal Cabling 
Plant. 

3) All wireless devices and access points must be 5GHz and the access points must  
be weather proof and also rated to be installed indoors. Describe how Vendor 
will meet this requirement. 

 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Our currently installed WAPs support 2.4Ghz and 5ghz.  The current JPay tablets at WA DOC 
operate on 2.4 Ghz.  The new JP6 tablets operate on 2.4Ghz and 5GHz. 

4) Vendor must conduct and provide a pre and post wireless site survey to 
validate coverage of the 5GHz band and must ensure complete wireless 
coverage of incarcerant living quarters except for those areas that are 
purposely restricted from coverage. Describe how Vendor will meet this  

 requirement. 
 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

The current wireless network at WA DOC, which Securus recently upgraded, contains 
Ruckus Zoneflex R600 Wireless Access Points (WAPs).  They can be set to 2.4GHz or 5GHz 
coverage. Currently they are set to 2.4 GHZ because the current JPay tablets at WA DOC 
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operate on 2.4 Ghz.  The new JP6 tablets operate on 5GHz.  When we start providing JP6 
tablets, we will conduct and provide a pre and post wireless site survey using AirMagnet 
Software to validate coverage of the 5GHz band and will ensure complete wireless 
coverage of incarcerant living quarters, except for those areas that are purposely restricted 
from coverage. 

5) All wireless access points must be protected from tampering. Describe how  
Vendor will meet this requirement. 

 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

The Ruckus Zoneflex R600 WAPs are commercial grade and installed 25’ in the air, which 
makes them virtually inaccessible for tampering.  Typically, portable cranes are need to 
install and access them.  Even in the extremely unlikely event an incarcerant is able to 
reach a WAP, the worst that would happen is the WAP might be disabled, as opposed to 
being usable for some illicit purpose.  In the event we detect an inoperable WAP, we will 
dispatch a technician to repair or replace it. 

6) The system must be separate from the State Government Network (SGN). 
Acknowledge Vendor’s acceptance of this requirement.

 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges and accepts this requirement. 

7) The wireless placement plan must first receive the approval of the facility’s  
superintendent or designee and must honor the coverage boundaries required 
by the facilities. Acknowledge Vendor’s acceptance of this requirement.  

 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges and accepts this requirement. 

8) What speed of wireless service will Vendor provide and how will it be provided? 
 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS 3-. 

The wireless speed will be 54 Mbps. 
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9) All construction/installation work to be carried out at a facility must first  
receive the approval of the Superintendent of the facility, must be properly  
permitted, and must be performed using industry standards. Acknowledge 
Vendor’s acceptance of this requirement. 

 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus acknowledges and accepts this requirement. 

10) Vendor must provide redundancy for service critical hardware/infrastructure  
to reduce outages or downtime. Describe how Vendor will meet this 

 requirement. 
 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Redundancy is a key component of the NextGen Secure Communications Platform™ 
(NextGen SCP™). While operating on a single platform, Securus’ NextGen SCP runs on 
duplicate environments in separate data centers in Atlanta, Georgia, and Dallas, Texas. 
Each component has N+1 redundancy, meaning that a failure of any one component does 
not result in downtime because there is a backup available to resume its function. In 
addition to the inherent redundancy of NextGen SCP, Securus has also designed 
redundancy into all support systems, either through N+ 1 configuration, database clusters, 
virtual machines, load balancing, or other failover methods. All network transport has 
redundant network equipment and routing to allow traffic to reroute in the event of a 
failure. 

The NextGen SCP platforms in Dallas and Atlanta were designed and built to the same 
specifications. This standardization allows re-homing of systems from their primary data 
center to an alternate data center in the event of a failure. 

All circuits coming into Securus data centers use multiple diverse carriers, including the 
interconnections between data centers. In the event of a failure, traffic will reroute across a 
redundant circuit or path. In addition, Securus uses multiple carriers for incarcerant calls 
from the NextGen SCP platform. Calls to family and friends will immediately reroute upon 
failure of any carrier. 

Securus uses multiple methods of storage to minimize the risk of data loss. All critical 
systems and data are backed up at regularly scheduled intervals and stored offsite for 
retrieval, if needed. In addition to offsite storage, Securus replicates voice clips, call 
recordings, and validation data between the data centers. 

Securus uses industry-leading vendors for all platform and network hardware, including 
Dell, Cisco, Oracle, EMC, Big IP, and Intel. In addition to the redundancy designed into the 
platform and network, Securus also maintains a spare parts inventory onsite at each of our 
data centers to expedite repair of a failed component. Securus also maintains premium-
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level support contracts with each vendor that define stringent service level agreements in 
case of a failure. 

11) What will be the specifications of the infrastructure (servers, etc.)? 
 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

The onsite hardware that will be used for our infrastructure will include the following.  
Please see Exhibit A – Hardware Tech Specs for full technical specifications: 

Item Make/Model 
Routers Adtran Netvanta 3140 

Servers NSD2, TCS 036‐01664‐001, 

Switches Adtran, Netvanta 1534 
Adtran, Dual Mounting Tray 
Adtran, Netvanta 1534P 

Wireless Access 
Points 

Ruckus Zoneflex R600 

UPS Eaton 3S750 

Surge Protectors Panamax Tower Max 4KSU 
Tripp Litte, DNET1, Type RJ45 
Protector, ITW Linx, CAT 6 64488 
V‐Line, Shelf, #SB‐745S1919 SFB 

Depending on the space configuration at each WA DOC facility, Securus has multiple rack 
options to house the components of our system.  
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12) What is Vendor’s plan to keep infrastructure current? 
 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

Securus provides highly reliable service from initial system design and installation through 
ongoing maintenance and support. Our plan to keep infrastructure current includes 
integrated remote programming, diagnostics, downloading, and troubleshooting 
capabilities combined with the service of our account management and field service teams.  

Securus continuously monitors all data centers, infrastructure components, platform 
systems, and incarcerant telephone systems (ITS) using the SolarWinds® suite of network 
performance monitors. The SolarWinds performance monitors are highly configurable to 
provide real-time monitoring, event notification, alert history, and statistical information. 
An alarm condition creates immediate visual alerts and email notifications.  

Remote Programming, Diagnostics, and Troubleshooting 
The Securus Network Operations Center (NOC) monitors all Securus systems and our 
network. The Securus Network Operations Center (NOC) provides 24x7x365 monitoring for 
all Securus systems, network, back-office systems, and data centers. The NOC proactively 
monitors these systems to ensure performance is optimal and uninterrupted. In addition 
to system and network-level monitoring, the NOC also monitors real-time video 
surveillance and environmental alerts for our data centers. Securus maintains a fully 
redundant backup NOC at a separate physical location, should services be disrupted at the 
primary location. 
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Our NOC is located at our headquarters in the Dallas, Texas, metro area. The NOC is 
staffed by Securus employees who are network experts certified in the systems and 
software used to monitor all system functions and equipment, as well as the associated 
network. The NOC can contact the Technical Support Center (TSC) if it determines that 
another level of technical support is needed to address an issue.The NOC maintains failure 
reports, service history, and other diagnostic information, which are available to the DOC 
when requested. 

SolarWinds® Typical Monitored Application Elements 


Premise Equipment and Polling 

The Securus Technical Support team provides 24x7x365 monitoring of all facility-based 
equipment and directly supports facility installations via telephone and email. Technical 
Support monitors connectivity for all installations and all installed equipment including 
Integrated Access Devices (IADs), Visitation Phone Monitoring (VPM) units, switches, and 
Uninterrupted Power Supply (UPS) systems. The systems are polled every two minutes to 
ensure proper operation, and their vital operating statistics sent every 10 minutes. Upon 
receiving an alert indicating network failure, Securus will open a trouble ticket with the 
appropriate circuit provider. In the case of a premise-based equipment failure, a Securus 
Field Technician is dispatched to the facility for on-site repair.  
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SolarWinds® Facility Monitoring Example 


Bandwidth & Network Latency Monitoring Example 

In addition to real-time monitoring and alerting, Securus Technical Support also leverages 
the SolarWinds® network performance monitor to gather and evaluate historical data for 
network alerts, bandwidth usage, packet loss, and hardware performance. The detailed 
level of monitoring available via our network performance monitor allows the Technical 
Support group to take proactive steps to prevent or mitigate facility outages and to ensure 
the correct resources are engaged if dispatch is necessary. 

Infrastructure Inspections 

System Administrators make scheduled inspections of all systems and routinely perform 
preventive maintenance and software enhancements as directed by a Production Change 
Control steering group. Additionally, change control practices have been reviewed and are 
compliant with Sarbanes-Oxley.   
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Additional NOC-Monitoring View 



Premium Network Monitoring Capabilities 

Securus proactively identifies potential system and network abnormalities through 
SolarWinds® suite of network performance monitors. This software allows Securus 
personnel to monitor all hardware, software and system metrics continuously. 

Through network monitoring Securus can: 

 Proactively repair systems to prevent outages. Many times corrections are 
made before a facility is aware of a problem. This means less downtime and 
increased system reliability for the facility.  

 Alert remote or on-site engineers of system threshold inconsistencies or 
alarms. The NOC communicates with engineers through e-mail, short message 
service (SMS), or directly through a wireless phone to address the issue. 

 Receive real-time alerts when the system detects an error. Monitoring 
identifies if network elements exceeded established thresholds and alerts Securus 
personnel of possible carrier network issues.  

 Ensure sufficient resources are in place. The Securus capacity engineering team 
reviews call traffic volume reports and storage requirements throughout all 
systems to ensure sufficient network capacity. 
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 Centrally monitor calling traffic to determine increases or decreases in the 
number of telephones. With County agreement, the service and operations team 
will install additional telephones when required. 

Account Management 

The Securus Account Management group is a dedicated single point of contact service 
team that proactively manages the day-to-day needs of facilities to ensure the best 
possible experience from all our products, services, and support.  In addition to Natasha 
Samuels, WA DOC’s current Account Manager for JPay services, WA DOC will be assigned an 
account manager for Securus ITS, VVS, and associated services, who will be responsible for 
product training, monitoring system and product usage, proactive account support, 
account reviews, and reactive account support in order to ensure quality of service. 

Quarterly Performance Reviews 

Securus has assigned a dedicated account management team, which includes not only the 
sales and support staff, but also the DOC’s assigned Account Manager who will monitor the 
ongoing service and maintenance request and will conduct regularly scheduled site visits to 
ensure that you are receiving the highest level of customer service. In addition to these site 
visits, Securus offers quarterly Operational Reviews in which your Account Manager will 
meet with the WA DOC staff and discuss operational performance, successes, and 
opportunities for improvement. Securus uses the information from these meetings to 
improve our service delivery platform.  This approach allows Securus to consistently 
perform at Net Promoter Scores that are among the highest recorded by any business in 
any industry.   

13) Cabling currently installed in several facilities is CAT 3, but it’s expected that  
service needs will require CAT 6 or higher cabling. Describe how Vendor will  
meet this requirement.

 Vendor’s response: 
SECURUS HAS READ, UNDERSTANDS, AND WILL COMPLY WITH THIS REQUIREMENT. 

If required, we will install CAT6 or higher cabling.   

The telephony interface between the housing area and our NextGen Secure 
Communications Platform calling services is a standard 48-volt DC tip and ring connection. 
The copper connectivity requirement preferred is CAT 5E, although this type of connection 
is also compatible to lower-signal integrity cabling, such as CAT 3. 
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EXHIBIT A – 
HARDWARE TECH 
SPECS 
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